Abstract: Underwater quantum key distribution (QKD) has potential applications in absolutely secure underwater communication. However, the performance of underwater QKD is limited by the optical elements, background light, and dark counts of the detector. In this paper, we propose a modified formula for the quantum bit error rate (QBER), which takes into account the effect of detector efficiency on the QBER caused by the background light. Then we calculate the QBER of the polarization encoding BB84 protocol in Jerlov type seawater by analyzing the effect of the background light and optical components in a more realistic situation. Finally, we further analyze the final key rate and the maximum secure communication distance in three propagation modes, i.e., upward, downward and horizontal modes. We find that secure QKD can be performed in the clearest Jerlov type seawater at a distance of hundreds of meters, even in the worst downward propagation mode. Specifically, by optimizing the system parameters, it is possible to securely transmit information with a rate of 67kbits/s at a distance of 100 m in the seawater channel with an attenuation coefficient of 0.03/m at night. For practical underwater QKD, the performance can also be improved by using decoy states. Our results are useful to long distance underwater quantum communication.
Introduction
Underwater communication is vital for underwater sensor networks, submarines, and all types of underwater vehicles and it can be made secure using quantum key distribution (QKD). QKD enables two remote parties to set up secure keys whose security is based on the basic physical properties of quantum states, rather than relying on the computational intractability of certain mathematical functions in traditional cryptography. In1984, Bennett and Brassard proposed the first QKD protocol [1] , the absolute security of which has been proved using onetime pad encryption [2] [3] [4] . Since the first QKD experiment in 1989 [5] with a distance of 32 cm, a strong research effort has been devoted to achieving practical QKD. Great progress has been made on QKD in free space and optical fiber [6] [7] [8] . In 2016, a lowearth-orbit satellite to implement decoy state QKD was launched [9] and successfully realized satellite-toground QKD over a distance of 1200km with a key rate above the kilohertz level [10, 11] .
However, little progress has been made on underwater QKD in spite of the following works.
|RUnderwater QKD was first proposed in 2012; Ref. [12, 13] showed that underwater QKD can be performed at a distance of 100m, thus proved the feasibility of underwater quantum communication . In 2014, Monte Carlo simulation was used to study the propagation characteristics of polarized photons in seawater [14] , and the effect of the underwater channel on QKD was analyzed. The results in Ref. [14] showed that underwater QKD can be performed with a sifted bit rate of 45kb/s at the communication distance of 107 m in Jerlov type-I seawater in the environmental condition of starlight only. These studies showed that secure QKD can be achieved with a distance of one hundred meters in the clearest seawater in theory. Ji et al. completed the first experiment in underwater quantum communications through a Jerlov type seawater channel [15] , which showed polarization qubit and entanglement can maintain well after going through seawater channel and therefore experimentally confirmed the feasibility of underwater quantum communication. The influence of imperfect optical elements on the polarization states for polarization encoding underwater QKD has never been analyzed, and the influence of background light on the quantum bit error rate (QBER) is not clear.
In this paper, the QBER and final key rate are calculated by analyzing the effect of the background light and optical components using a modified QBER formula in three propagation modes (upward, downward, and horizontal). We first modify the formula for calculating the QBER for a QKD system, because the previous formula of the QBER ignores the influence of detection efficiency and optical element transmittance on the background light. Then we calculate the background light of the underwater channel using Hydrolight [16] , a professional software that uses Fortran and invariant imbedding, to calculate the background light in oceanic optics, and analyze the effect of the optical elements in a typical underwater BB84 system with polarization coding. We investigate the QBER to evaluate the performance of underwater QKD and the main factors that affect the QBER of underwater QKD according to the modified formula.
Finally, we calculate the sifted key rate and final key rate for underwater QKD in the clearest Jerlov type seawater in three propagation modes (upward, downward, and horizontal) under full moon condition.
The results show that the final key rate can reach tens of kbits/s for the downward and horizontal modes at a distance of 100m, and the maximum secure distance can reach hundreds of meters even in the worst downward propagation mode. Specifically, by optimizing the system parameters, the secure key rate for QKD can reach 67kbits/s at a distance of 100 m in the seawater channel with an attenuation coefficient 0.03/m. For practical underwater QKD, the performance can also be improved if by using decoy states [17, 18] .
QBER OF BB84 PROTOCOL
According to Ref. [19] [20] [21] 
where N is the number of the scattered photons received by the detector, s P is the probability of the scattered photons that cause errors, and ηopt is the transmission of optical elements. The influence of the scattered photons has been studied in [14] 
ANALYSIS OF BACKGROUND LIGHT
Underwater background light arises mainly from direct incidence and reflection of sunlight, which vary with time, location, turbidity of seawater, detection direction, etc. The intensity of the background light is described by the spectral radiance, which indicates the energy emitted from the unit area of a surface radiation source in unit solid angle and unit time [16, 22] . Jerlov type-II is intermediate [12] . Thus, we calculate the spectral radiance at a wavelength of 480nm in three different radiation directions (upward, downward, and horizontal) at night for several lunar phase angles in Jerlov type seawater. In upward mode, the propagation direction of the quantum signal is upward, the receiver faces downward and is immovable (here, 1 m below the sea surface), and the signal transmitter is moved downward to change the propagation distance. In downward mode, the signal propagates downward. The transmitter remains stationary, and the receiver moves downward. In horizontal mode, the signal transmitter and receiver are located 100 m below the sea surface, and the signal is propagated along the horizontal direction. When the background light is calculated using Hydrolight, the phase function we select is "average particle," and the bottom model is "average seagrass." The average particle phase function is estimated on the basis of the measured data and is adequate for many radiative transfer calculations [16] . seawater, which has a attenuation coefficient 0.18/m, the spectral radiance will be with a smaller level.
EFFECT OF OPTICAL COMPONENTS
Besides background light, optical elements will also induce QBER for underwater QKD. However, how a group of optical elements with imperfection affect the QBER for a BB84 protocol underwater QKD system has never been investigated. In this section, as a necessary step to calculate the QBER for underwater QKD, we will study how the imperfect optical elements affect the polarization. In the polarization-encoded BB84 protocol, four polarization states will usually be combined by a beam splitter (BS) at the transmitter site and split at the receiver site. In this paper, the four states we The relationship between the stokes parameters of the incident light beam I0 and the emerging light beam I1 after passing through an optical components can be described by a 4×4 Mueller matrix [20] .
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where δ is the phase difference between the fast and slow axis, and θ is the angle of the fast axis, other elements are 0. Typically, for a half wave plate, δ = π. In practical applications, the extinction ratio of a polarizer can reach 1:10000 [21] , and the retardation accuracy of a wave plate can be limited within λ/300 [22, 23] . The rotation accuracy of the polarizer and the wave plate is 5 arc minutes, which is easy to realize for the optical mounts (such as PRM1 of Thorlabs). 
PERFORMANCE ANALYSIS OF UNDERWATER QKD SYSTEMS
The QBER is an important performance The system parameters used for calculating the QBER and key rate of the ordinary and optimal cases are listed in Tables 1 and 2 , respectively. The same parameters are not listed in Table 2 . P is calculated and ∆λ in Table 2 is from Ref. [13] , f is the frequency of the quantum signal [25] , opt  is evaluated according to the transmissivity of the optical elements of the receiver in Fig.6 , A is from Ref. [13] . Table 1 and (d), (e), (f) are calculated according the parameters shown in Table 2 QBERs in the ordinary case (Table.1 Qbac are with almost the same level. As the distance improves, the dark counts will be the main source for the ordinary system according to the results because the Idc will keep constant and signal will attenuate as increasing distance. Note that Qbac in Fig.4 (a) gradually increases and then decreases with increasing distance and the effect of the dark counts will be more obvious at distances greater than 250 m, because attenuation of the background light is slightly lower than that of the signal. The QBERs in the optimal case (Table. 2) are illustrated in Fig.4 (d) , (e), and (f). When the distance is less than 300 m, which is within the maximum estimated distance for underwater quantum communication [15, 30] Table 1 .
maximum of the three modes and and Eq.1 will over estimate the QBER caused by background light.
Thus, using the modified formula to calculate the QBER is necessary, especially when the background light is severe. The distance can exceed 300m if we improved the performance of the system (Tab.2). See
Figs. 5 (a) and 6 (a) for more details. In contrast, for the seawater with an attenuation coefficient of 0.18/m, the secure QKD distance is only a few tens of meters in both cases because of severe attenuation.
The downward mode obviously has the highest QBER among the three modes, because the background light is strongest when secure underwater QKD is performed.
B. Analysis of the key rate of underwater QKD
In BB84, through public discussion Alice and
Bob reject the key bits where they used different bases; the remaining key, for which their bases agree, is called the "sifted key." Because the secure final key is extracted from the sifted key, which will be determined by the parameters of the system, we calculated the sifted key for underwater QKD for the ordinary system (Tab. 1) and optimal system (Tab. 2)
as the preceding step towards calculating the secure key rate. In BB84 protocol, the sifted key rate is [20] 2
where f is the pulse frequency of the laser, link T is the transmission ratio of seawater channel which obeys Beer-Lambert law [25, 32] , q is the sifting factor which is usually 1 and typically 1 or 1 2 , and k is the rate of sifted key. In this paper, the value of q is taken as 1. With the QBER shown in Fig.5 and   6 , we can obtain the sifted key rate of underwater QKD , which is illustrated in Fig. 7 .
The sifted key rate for the three modes are the same because the parameters in Eq. 7 are independent of the direction of transmission. As shown in Fig 7, the sifted key rate of underwater QKD is approximate 18.9 kbits/s at a distance of 100m in the ordinary case and can reach around 76 kbits/s in the optimal case. Table 2 .
Then, the final key rate for practical QKD with decoy state can be estimated according to the GLLP formula [29, 30] : Table 1 and (b) is calculated according the parameters shown in Table 2 .
where Ω is the fraction of "untagged" photons. Then the final key rate in clearest Jerlov type I seawater can be calculated, which is shown in Fig. 8 .
For the ordinary system, the security key rate is approximate 1.8kbits/s when the propagation distance is 100 m for the downward mode and approximate 8kbits/s for the other two modes. For the optimal optical parameters, the key rate can reach 57.2kbits/s for downward mode and about 67kbits/s for the upward and horizontal modes at a distance of 100m. The maximum secure distance can reach about 310m, 320m and 340m for downward, upward and horizontal modes, respectively. For practical QKD with decoy state, the final key rate, which can be estimated according to Eq. 8, will be improved. Table 1 and (b) is calculated according the parameters shown in Table 2 Considering the simple onedecoy protocol [30] , we have
( ) The parameters we used to do the calculation are shown in Table 2 . We calculate the final key for the ordinary case according to showed that QKD in Jerlov type-I seawater can be performed at a distance of more than 100m under star only environment, and QKD cannot be performed under full moon condition because the background light is so severe that the QBER will exceed 25%.
However, using Eq.1 and the total irradiance to estimate the QBER will overestimate the QBER induced by background light.
Although the final key rate is very low in this study, it can be increased by increasing the pulse repetition rate f . Typically, for a semiconductor laser [10, 11] and adaptive optics system [35] .
